
D
espite the advent of e-commerce and the glut of
content available in the 1.5 billion web pages now
offered by today’s search engines, techniques of dis-
creet fact gathering have not changed much in the
15 years that I have been involved in the investiga-

tive industry. Working undercover or using a suitable pre-
text to gain someone’s confidence is still a very effective
tool. Of course, it is also a ploy that hackers use to garner
information such as credit card numbers and passwords.
They call it “social engineering”. 

What has changed is how we communicate, and how we
communicate has helped raise brand awareness.
Amazon.com, for example, has been able to achieve “mind-
share” on a global scale in a fraction of the time and
expense that it took Coca-Cola to build its brand. The value
of trade marks and internet domain names is no longer just
anecdotal fodder for trade publications. This is now main-
stream reading found in the checkout line of your local gro-
cer or instantly on the web at your favourite portal. Other
things that have changed are privacy issues of protecting
and revealing identities. In the US, there is caller ID, caller

ID blocking, call return (also known as star-69) anonymous
call rejection (star-77), station-controlled conferencing
(star-159), directed call pickup barge-in (star-170) and, of
course, the now legendary, directed call pickup non-barge-
in (star-166). I have even seen phone books with a separate
section that lists residents who have caller ID.

On the internet, if someone at your firm or company vis-
its a web site, they leave information that can be collected
about who they are, the systems your company is running,
the web site they just visited, what they are looking at now
and how long they stay to look. If preferences are stored on
their browser such as auto-fill forms, passwords or address
books then they also expose your company to applications
that can grab this information and distribute it for nefari-
ous purposes. There are counter-measures at play in the
form of proxy servers used to hide footsteps or “mouse
droppings”. There are anonymizing companies for hire to
mask your company web activity, but then those compa-
nies know who you are, where you’ve been and where you
are going. 

Until the internet becomes omnipresent, branding
issues on the net have to be dealt with. Meta-tags, hidden
text, banner ads, deep-linking, framing, hidden browser
doors, whacking web sites are all viable, daily concerns.
Identity spoofing, when someone else assumes everything
that represents you or your company on the internet, is
already happening. Trojan horse viruses and sub seven
distributed denial of service attacks have brought major
sites such as eBay, Yahoo, CNN and Microsoft to their
knees for hours and sometimes days at a time.
Unfortunately, hackers, crackers, cybersquatters and
domain name pirates come with the territory of height-
ened brand awareness, and they are innovative, clever
and entrepreneurial in their exploits. Needless to say,
brand protection these days is a daunting task.
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Gumshoes in the 
digital age
As rights owners increasingly face trade mark infringements on the web, they need to be
pro-active in enforcement. Ken Taylor provides some tips for handling investigations
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Internet investigations

If you choose to hire investigative professionals, then the
company you engage obviously needs to be versed in all of
these developments. They should be aware of internet
tracking technology such as geographical trace-route,
reverse DNS look-up and have access to log analysis tools
for web servers and firewalls. They should be up on
ICANN decisions, have a working relationship with the
many domain name registrars, and stay on top of the new
gTLD policies that will or will not protect trade mark own-
ers. Your investigative company should know the various
restrictions and obstacles in ccTLD registrations, under-

stand that you can register a domain name in over 70 lan-
guages, and be privy to the coming ability to use unicode
in a URL. Another big issue of concern includes the alter-
native root movements that have the potential of fraction-
alizing the internet and allow for numerous dot-coms as
well as a multitude of dot-whatevers. These issues affect
branding, impact your job, and are things your IP investi-
gator should be up to speed on.

Hiring an investigator
The first step in hiring an investigator is deciding if it is

(1) State your objective
A specific list of what you hope
to achieve from the outset of an
investigation will help your inves-
tigator manage your expectations
on what is possible, will focus
their efforts on what they can
obtain, and shape how they
approach the subject company.
Are you clearing a mark? If so,
are you trying to determine geo-
graphic scope or do you simply
want to know if the product is on
a shelf some place? Did you
receive a demand letter? If so, is
this an issue of first use, or do
you want to know more about
the company that sent the letter?
Is your patent being infringed? Is
this a copyright violation? Do
you want due diligence done on a
licensing agreement? Or when it
comes down to it, do you just
want a hard address so you can
sue the bastards. A discreet inves-
tigation is conducted in one or
two phone calls (if the sources
are reliable). Numerous follow-
up calls under pretext will most
often be met with diminishing
returns, so getting all the facts up
front increases your investigator’s
rate of success.

(2) Consider the source
If your company’s initial concern
of an infringement or conflict is
not an actual trade mark or trade
mark application, then providing
the origin of your concern is most
helpful. When did you become

aware that someone was infring-
ing your mark? How did you get
that information? Was it in a
magazine article? Which issue?
Did you see it on the internet? If
so, did you download or print a
copy of the web page? Was this
information passed along by an
employee who saw a product in a
store or on a sign? Did the
employee make note of the
address? 

Web sites change, magazines are
issued at different time intervals
and cover a variety of readership
demographics and geographical
areas. Products are sold in mom
and pop stores as well as in
nationwide chains. Inevitably,
there is information on paper in
your file that may not seem
important to you, but might pro-
vide enormous assistance to your
investigator. Fill them in. It will
better prepare your investigator
prior to contact and will keep
them from reporting information
you already know. 

(3) Know your history
In the US, it is very helpful to
know of any assignment history
listed with a federal trademark. It
is always indicated on the TESS
filing with the USPTO, but the
assignment history is not provid-
ed. If you have this information,
and can pass it along to your
investigator, then it will save time
and money for everyone. If you
don’t know the assignment histo-

ry, then let your investigator
know that as well, they should
have the resources to pull it. The
same would apply on registra-
tions in other countries.

(4) Don’t go to the party 
An investigator’s success rate is
pretty much commensurate with
the element of surprise or
approaching the subject
unawares. If the party is contact-
ed twice by different entities
within a short period of time then
it creates interest in the mark or
product (if they are legitimately
selling something), or it allows
the subject company to get their
story straight (if they are an
infringer or cybersquatter). If you
have contacted the party in any
way whatsoever, then provide
your investigator with that infor-
mation.

(5) Forge that bond
I like to think that the investiga-
tor/attorney relationship is most
successful when it is viewed as a
partnership. We are both trying
to accomplish the same objec-
tives, have complementary
resources in their pursuit and
offer best in breed in overcoming
the various obstacles to most
branding issues. If you are going
to hire an investigator, get refer-
ences. It will make it easier for
you to trust them, acknowledge
that they are skilled and allow
them to do their job. Who knows
- you could become friends.

Practical tips when using investigators
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going to be cost effective for you or your client to engage a
professional. While everyone certainly has access to busi-
ness directories, online news databases, secretary of state
information and internet search engines, do you have the
time to go through all that information and determine
what is going to be helpful? Is it cost effective for you to
bill that time? Secondly, it’s one thing to have access to
these tools, it’s another thing when the tools fail to deliver
what you need to advise your client to go forward with
that multi-million dollar branding campaign. Some busi-
ness directories, for example, report little more than what
company management wants customers, creditors, com-
petitors or investors to hear. Secretary of state information
is only as good as the particular state’s budget for main-
taining that information. The search engine results are as
good as the frequency in which the information is
refreshed, and those results are only as good as the person
in your office making the search query.

If the information you need is not readily available
online or through subscription databases, then making
direct contact with the intellectual property owner (or
infringer) is the next step. If you are an IP attorney, issues
of ethics certainly come into play. Case law in the US sup-
ports attorneys calling a trade mark owner or infringer and
asking questions about use, even collecting product sam-
ples without revealing who they are – as long as they are
not asked to identify themselves (Apple Corps Ltd v
International Collectors Society, 15 F Supp 2d 456 (DNJ
1998)). It has been my experience that the question of iden-
tity gets asked pretty early in the conversation. Then what
do you do? Do you hang up? Do you have your paralegal
call them back? Your wife? Your son? It soon becomes a
slippery slope and even if you do manage to get the infor-
mation you are seeking, you have created interest in the
mark. Perhaps the trade mark owner was on the verge of
abandoning the mark and now that she’s gotten a rash of
calls is suddenly drunk with the fantasy that her product
will be as huge as the Butt-Ugly Martians! If it’s an
infringer you’re calling, then you might be dealing with a
criminal element. If the infringement is online, then the
exposure for your company increases.

In the US, case law supports the use of investigators.
Louis Vuitton SA v Spencer Handbags Corp, 765 F2d 966,
227 USPQ 377 (2d Cir 1985) shows that the use of private
investigators was allowed in providing evidence involving
counterfeit handbags. In Nikon Inc v Ikon Corp, 803 F
Supp 910 (SDNY 1992), aff’d, 987 F2d 91, 25 USPQ2d
(2d Cir 1993), investigators were employed to provide evi-
dence of “passing off”. Most recently, Gitadex SrL v
Campaniello Imports Ltd, 53 USPQ2d (SDNY 1999)
informs us that investigators taped defendant’s employees
attempts to sell knock-off furniture. This, it was decided,
did not violate rules prohibiting the agents of counsel from
communicating with the opposing party (when it was
known that they were represented by counsel) and did not
constitute dishonesty, fraud, deceit or misrepresentation
that would violate ethical rules.

Using a paralegal or administrator in your office is as
effective as that person’s intestinal fortitude in talking on
the phone. Calling up the toll-free customer service num-
ber on the back of a shampoo bottle is one thing. Speaking
with a technical expert on the name of their new opaque
optical switching product or CRM software application is
another. There are of course other complications. Are you
set up to get calls back into your office? Can someone send
you a fax or email or forward you a product sample by
regular mail? Can your staff deal with a confrontational
or combative personality? You would figure that if you
show interest in a product that the seller would be forth-
coming with answers to all of your questions, but it is not
really the case. Do you really want someone in your office
going onto a website of a pornographer who might be
pirating a product and leaving their personal credit card
information or their home mailing address? Is this person
going to make an effective fact witness in either a trial,
deposition or in an affidavit? Do you really want your
family involved in all of this? 

The IP investigator you hire should have set up fictitious
businesses, have pretext email, fax numbers, phone num-
bers and mailing addresses. They should have a network of
employees, independent contractors or investigative associ-
ates worldwide who can assist on ground if need be, and
should have people on staff who can speak different lan-
guages. Your investigator should have access to most busi-
ness directories, news clipping services, skip-trace databas-
es, cross-referenced directories, law enforcement and/or
FBI contacts, consulate listings, contacts with or referrals
to customs, access to county clerks’ records, property
records, criminal records, and have use of an escrow serv-
ice. Optimally, they should have value-added solutions in
place such as the ability to negotiate the purchase of
patents, trade marks and domain names representing you
or your client as an undisclosed principal, and have the
capacity to monitor or watch for trade mark infringement
on the internet. 

Where to find investigators
There are 30 investigative firms listed in the 2001-2002
International Trademark Association (INTA) Membership
Directory. These companies either specialize in IP investi-
gations or present this work as one of their service offer-
ings. Additionally, there are 30 search companies, 27 IP
consultancy firms, 12 companies that offer valuations, and
22 watch firms listed in the INTA directory. You should be
able to find any of these companies on-line.

I think the most important factor in getting the results
you want from an investigative professional is information
exchange. Sharing as much of what you know about the
subject company, product or service you need information
on is key to supplying your investigator with the intelli-
gence he or she will need to in turn help you. 
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